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STQC Website Quality Certification Services
Ministry of Electronics and Information Technology
Electronics Niketan, 6, CGO Complex, Lodi Road, New Delhi - 110003

Website Quality Certificate

It is hereby certified that the website of
Directorate General of Mines Safety

Ministry of Labour and Employment
DGMS(HQ), Hirapur, Dhanbad,
Jharkhand-826001
URL: https://dgms.gov.in

Fulfills the requirements* of the
Website Quality Certification Scheme
Quality Level |

It is verified that the website meets the requirements of the

Guidelines for Indian Government Websites, 2018
This also refers to their Website Quality Manual and
the certification is subject to continued compliance

Approval Number : STQC/WQCS/GIGW/2023/Q1/63
Date ofissue ~ : 13" July., 2023
This certificate is valid up till: 12""July., 2026*#1 ,Z&T

sy
(Surgﬁ‘éﬁzndra)

Chief Executive Officer& Scientist ‘G’

1. With 03exemptions as per Annexure — | attached.
2. Subject to compliance of General requirements No. 33 and Accessibility requirements No. 02
within 03 months.

3. Subject to the compliance during Surveillance Auclit. %
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INFOTECH PVT. LTD.

D”’}DREAMWORKS

An IS0 9001:2015, ISO 27001:2013 Certified Company
“This Organization is empaneled by CERT-In for providing Information Security Auditing Service”

WEB APPLICATION | AUDIT CERTIFICATE

This is to certify that ‘Directorate General of Mines Safety’ web application of ‘Sema Department (DGMS)’
has been tested & audited by Dreamworks Infotech Pvt Ltd. Herein, a security assessment was conducted for
the scope defined of Web Application. Dreamworks Infotech Pvt Ltd reviewed and found to be effective and
compliant with industry standards security and as per CERT-In (Indian Computer Emergency Response
Team) guidelines.

Certificate No: DWI/IS/2025-26/05/33

Application Hash: SHA 256:094E99E488645F7B7AEF3CA46A34F1318C13F807276F217BBCA9189652A1F64A
Reference Document ID: DWI/IS/DGMS/WEB/25-26/26

Site URL: https://dgms.gov.in/

Test URL: http://117.252.250.154/

Audit Timeline: 06th May 2025 to 23rd May 2025

Audit Performed by: Praveen Kr Kachhap, Anmol Akash Khalkho.

Scope of Audit: Gray box security assessment of ‘Directorate General of Mines Safety’

Out-of-scope Audit: Security assessment of the hosting infrastructure (servers, network, database, etc.)
and the source code of the application.

Conclusion:

With comprehensive testing against OWASP Top 10 and other known web application
vulnerabilities, while adhering to CERT-In testing standards, the aforementioned testing URL
has been deemed safe for hosting.

Recommendation:
V' Site’s ‘root’ folder must be hosted with the ‘Read’ permissions.

The application’s ‘root’ folder is to be deployed over SSL.
Web server and OS-level hardening need to be in place for the productio
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granted to this above folder.
v" The application should connect with the database using a low-privilege
having minimum required database privileges.

v" Directory browsing should be disabled

v' Credentials used during testing should be mandatorily changed in the production
environment.

v’ The application should be upgraded to the latest stable version of Server during
production deployment

v" Dreamworks Infotech Private Limited Re-Audit the web application, at least annually

Note: This certificate is valid until there are no additional changes in the web application or up to one year from the date of issuance,
whichever is earlier. As the Cyber Security scenario is volatile and subject to new Cyber-attacks on an ongoing basis, these reviews/findings
¢ assessment date.

reflect the status of security assessments a
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Email: support@dwinfotech.in Contact: +916513100515 Web: www.dwinfotech.in




