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STQC Website Quality Certification Services
Ministry of Electronics and Information Technology
Electronics Niketan, 6, CGO Complex, Lodi Road, New Delhi - 110003

Website Quality Certificate

It is hereby certified that the website of
Directorate General of Mines Safety

Ministry of Labour and Employment
DGMS(HQ), Hirapur, Dhanbad,
Jharkhand-826001
URL: https://dgms.gov.in

Fulfills the requirements* of the
Website Quality Certification Scheme
Quality Level |

It is verified that the website meets the requirements of the

Guidelines for Indian Government Websites, 2018
This also refers to their Website Quality Manual and
the certification is subject to continued compliance

Approval Number : STQC/WQCS/GIGW/2023/Q1/63
Date ofissue ~ : 13" July., 2023
This certificate is valid up till: 12""July., 2026*#1 ,Z&T
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Chief Executive Officer& Scientist ‘G’

1. With 03exemptions as per Annexure — | attached.
2. Subject to compliance of General requirements No. 33 and Accessibility requirements No. 02
within 03 months.

3. Subject to the compliance during Surveillance Auclit. %
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ANNEXURE -1 to Website Quality Certificate

STOC/WOQCS/GIGW/2023/Q1/63 dated 1 3.07.2023

Details of Exemptions sought from GIGW ver. 2.0 requirements

Name: Directorate General of Mines Safety
URL: https://dgms.gov.in

* GIGW Requirement Ref. CLNo.
Accessibility Guidelines

10 |For any audio on a Web page that plays automatically for more | 6.7.3 (c)
than 3 seconds, a mechanism is available to pause, stop or
control the volume of the audio independently by from system
volume level.

21 |Time limit for time dependent web functions is adjustable by 7.5 (c)
the user.

30 |[For Web pages that cause legal commitments or financial 7.5 (q)
transactions a mechanism is available for reviewing,
confirming, and correcting information before finalizing the
submission
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Chief Executive Officer& Scientist ‘G’




DR CBS CYBER SECURITY SERVICES LLP
LLP Id No. AAK-4058
CERT-In Empanelled Information Security Auditing Organization (2020-2024)
Registered with MSME No.: UDYAM-RJ-17-0052608 &
Government e-Marketplace GeM Seller 1d: 1Z80210002192567

Certificate of Recognization as #Startupindia No.: DIPP77174
Registered with iSTART Startup Rajasthan No.: 5F7054D
Member Data Security Council of India (DSCI): DSCI/AM/2018/03
Saturday, 18" May 2024
Safe To Host Certificate

Certificate Number : 42/24-25/898

Organization Name : DGMS (Directorate General Of Mines Safety)

Address : Hirapur, Dhanbad, Jharkhand (826001)

Application Name : DGMS Website

Testing/ Staging URL : http://117.252.250.154/

Production URL : https://www.dgms.gov.in/

Audit Period : 7" May 2024 to 17" May 2024

Compliance Verification Date : 17" May 2024

Hash Value : 864F7TEBB7D03C8E87BFC6ADAEA9BCI18
AEFB67F349DE9887B1B7908E612A22BDB

Path : F:\khiru\Buckup Code\07_05_2024 Website Live\

WebSite Publish.zip
Certificate Validity : 1 year (Valid till 16.05.2025)

The above web application has undergone through IT (Cyber) Security Audit by our organization
through provided Test & Production URL as per guidelines, advisories, white papers and
vulnerability notes issued by Indian Computer Emergency Response Team (CERT-In) and National
Critical Information Infrastructure Protection Centre (NCIIPC). We also tested the web application
against various Web Security Standards like Open Web Application Security Project (OWASP) Top
10:2021 Web Risks, SANS Top 25 Software Errors, Common Weakness Enumeration (CWE),
Common Vulnerabilities and Exposures (CVE), The Web Application Security Consortium (WASC)
and Web Content Accessibility Guidelines (WCAG) etc.

Conclusion: On the basis of audit outcomes, it is certified that the above application is safe from

any known vulnerabilities as on date.
The Certificate shall be deemed invalid if the underlying IT infrastructure of the web application gets
modified after compliance audit.

Other Recommendations:
1. Web Server Security and the OS hardening need to be in place for the production server, it is
also recommended to deploy and proper configure the SSL.
2. Web Application should comply with Guidelines for Indian Government Websites (GIGW).
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